NInlir
CISCO

Secure Unified
Wireless and Mobility
Solutions for

Government

Jim Ransome, Ph.D., CISSP, CISM
Senior Director, Secure Unified Wireless and Mobility Applications

Corporate Security Programs Orga nization and Global Government
Solutions Group

General Dynamics Unified Information Assurance User Conference 2008




About The Speaker

10+ years senior corporate executive information and physical security

23 years government service

National Lab computer scientist/national security analyst, NCIS federal special agent,
retired naval reserve intelligence officer, former marine corps sergeant

Ph.D. in information systems specializing in information security
Dissertation: Developed/tested a converged wired-wireless network security model
NSA/DHS Center of Academic Excellence in Information Assurance Education

Graduate Certificates
International business and international affairs
Certifications

Certified Information Security Professional (CISSP)
Certified Information Security Manager (CISM)

Adjunct Professor for a masters-level information security curriculum
Publications (Elsevier - Digital Press)

Operational Wireless Security, VolP Security, IM Security, Business Continuity and
Disaster Recovery for InfoSec Managers
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Securing the core, defending the edge
Can wireless LANSs really be secured?

Building secure unified wireless and
mobility government solutions

Wireless and mobility solutions for
classified environments

The future of secure wireless and
mobility solutions




Securing the Core,

Defending the Edge




What Does This Mean For Wireless And
Mobility?




It Takes Us From...

Where We Were Where We Want To Be

How We Get There

-

Unified Networks,
Uniflied Communications
Unified Security

Remember... Wireless Enables Mobility




Can Wireless LANS
Really Be Secured?




Building on 802.11i: A Unified Wireless Security Approach
to End-to-End Security

[ Fine-grained Mapping and Authentication

Location services enable precise mapping of clients
and threats, allowing fine-grained authentication and
quick removal

[ Wired IDS Integration

Unified wired and wireless IDS ensures malicious
wireless clients are disconnected from the network

[ Wireless Endpoint Compliance

NAC prevents wireless endpoints from introducing
viruses, spyware, malware, etc.

RF Containment Wireless IDS/IPS

<=

— Comprehensive wireless threat identification and

802.11a ‘g 802.11a over-the-air prevention
Rogue AP Rogue Client

Offsite Endpoin t Protection

IPS detects and prevents offsite wireless threats
such as ad hoc networks




Building on 802.11i: Other Key Elements of a Unified
Wireless Security Solution

[ Network Segmentation

Key to providing Guest Access by
controlling and prioritizing access to
business resources

Contractor Contractor

[ Wireless Network Location Services

40 Quick Location of rogue access points
Contracter and other wireless threats

[ Guest Services

to-switch Path Isolation/Guest traffic never mixes
guest . . .
tunnel with enterprise traffic

[ Wireless Security Policy

Wireless client connection policy
enforcement

Enterprise userGuest user




Building on 802.11i: Real-time RF Management and
Integrated Spectrum Intelligence

A Phased Approach Case Studies

Detect, classify,
and locate
RF interference




Building Secure
Unified Wireless and

Mobility Government
Solutions




Products and Solutions Vendors
Challenges of a Secure and Interoperable  Unified Communications Infrastructure




Wireless and Mobility Products




The Rapid Acceleration of Secure Unified Government
Wireless and Mobility Applications

Mobile Access Routers

Type-1/HAIPE device
solutions for wireless
LANSs architected
to meet all
federal requirements

) . ) IPv6 and Mobile IPv6
Tactical Communication Kits

FIPS Validated (FIPS 140-2) MESH Solution

Secure routing and Integrated Spectrum Intelligence

communications
for Mobile Ad Hoc
Networks (MANETS)























































